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Previously on dr.kerneldev...

Booting pe To GRUB.

o VGA text mode driver & printf.

o loomedovwyTas To x86 segmented memory model.
o Virtual — physical page translation cuvoTrTiK&.

8259 PIC (Programmable Interrupt Controller).

Xelplopos interrupts & exceptions.



Today's topics

@ Memory management

Timekeeping

Task switching

Processes



Memory Management



Physical Memory Management

e Multiboot memory map (amo To GRUB)
e Bitmap allocator (alloc_phys_page / free_phys_page)

memory map
free: 0 - 9cO0 (654336 bytes)
hole: 9fc00 - aGOOO (1024 bytes)
hole: e0OOO - 100000 (131072 bytes)
free: 100000 - bf780000 (3211264000 bytes)
hole: bf780000 - bf78e000 (57344 bytes)
hole: bf?78e000 - bf?7d0C00 (270336 bytes)
hole: bf7d0000 - bf7e0000 (65536 bytes)
hole: bf?7ed000 - bfBOOOOO (7?7824 bytes)
hole: bfBOCOOO - cOOOEOOO (8388608 bytes)
hole: fee00000 - fee01000 (4096 bytes)
hole: ffa00OOO - ffffffff (6291455 bytes)

marking pages up to 120e?f (page: 288) inclusive as used



Page Translation

cr3 register page table 0
Virtual address translation
page directory
: 31 22(21 1211 0
- page table page offset
. page table | page number
o Ta 10 aveytepa bits [22, 31] eivon
. index oTo page directory
) (S10Aéyouv page table).

o Ta emwdpeva 10 bits [12,21] eiven
index oTo emiAeypévo page table

page table 1023

B page directory entry
31 12

5432010
S22
address | HE’%‘D‘EH

(Sr1oAéyouv page).

o Ta katwTepa |2 bits eivar To

page table entry . offset uéoa oTo page.
12 876543210
= ol 54 " A *
address G|§|D‘A|EE‘DHP[ .




Virtual Memory Management

EEEPEEEE
e map_page / unmap_page Kernel memory
e TLB management
<0000000
(flush_tib / flush_tlb_addr)
e Page range list allocator
(pgalloc / pgfree)
e Higher level allocator User memory
(malloc / free)
e Page fault handling
(more on that later)
@ Recursive page tables Kernel image
100000
(cont’d next slide...) ————
00000000 ]




Recursive page tables

table O
cr3 register pRge ==
page directory
. page table |
2,
%
-
66/0




Timekeeping



8253 Programmable Interval Timer

o Driven omo kpuotaAlo 1.193182 MHz
@ 3 [6bit binary counters

o Channel O: Tevikns xpnoews, IRQ O oto underflow
o Channel 1: DRAM refresh (unusable)
o Channel 2: PC speaker

o TToAAamA& modes Aeitoupyios (one shot, rate, square wave,

strobe...).
#define OSC_FREQ_HZ 1193182
#define TICK_FREQ_HZ 250

reload = DIV_ROUND(OSC_FREQ_HZ, TICK_FREQ_HZ);



Timer handling

o Global ticks counter (nticks).

o AloTa pe events, Xpwvos OXETIKOS UE TTPONYyoUUEVo oTn AloTa.

evlist»z>
| dt: 120 >—|—>| dt: 10 >—|—>| dt: 42 +1

oe 120 ticks oe 130 ticks oe 172 ticks




Timer handling

o Global ticks counter (nticks).

o AloTa pe events, Xpwvos OXETIKOS Ue TTponyoUuevo oTn AloTa.

evlist
ZI dt: 120

>—|—>| dt: 10

>—|—>| dt: 42

&)

oe 120 ticks

Interrupt handling

oe 130 ticks

@ increment nticks

oe 172 ticks

o decrement dt Tou mpwToU event kou wakeup av eiven O.

@ call schedule



Real Time Clock

e RTC registers o€ battery-backed static RAM (CMOS)

o ThbBavés poppés dedouévawv oTous RTC registers, opileTar oTov
status register:
e BCD 1y decimal (cuvnhfws BCD !7@7!)
o 24h 1) 12h pe high-order bit AM/PM
o E1os 20117 74 "1 I’ (ouvhiBes "I 17 7Q@7#!)

e >Tov kernel: seconds amd UNIX epoch & standard C
mktime/asctime k.T.A oTnv klibc.

System real-time clock: Sun Jun 12 02:20:42 2011
Sun Jun 12 02:20:43 2011
Sun Jun 12 02:20:44 2011
Sun Jun 12 02:20:45 2011

Sun Jun 12 02:20:46 2011




Processes



Kernel entry / exit

e 4 priviledge levels [0, 3]
o ANayn Tou priviledge level étav gopTaoveTon segment descriptor
pe drapopeTikd dpl.
o interrupts (int/iret)
o call gates (intersegment call/ret)
e sysenter/sysexit and friends

o Kd&Be priviledge level < 3 éxer 81kd Tou stack (ss/esp) oto TSS.

Eicodog oe interrupt xwpis Eicodos o interrupt pe
oAy privilege level oAAay 1 privilege level
kernel stack
ESP mpis . user stack kernel stack
< > Tply TNV PeTagopd
I EFiAcs | exTéheong otov handler  E— ESP mpiv TV petagopd
— | exTéheong otov handler
Ccs ss
EIP ) ) ESP
Error Code ESP perd tnv petagopd EFLAGS
exTéhgon otov handler I — cs
ESP petd tnv petagopd EIP
exTéAeong otov handler - Error Gode




System calls

@ interrupt 128
@ system call number — eax
@ arguments — ebx, ecx, edx, esi, edi

@ result — eax

sys_func [SYS_HELLO] = sys_hello;

sys_func [SYS_SLEEP] = sys_sleep; /* timer.c */
sys_func [SYS_FORK] = sys_fork; /* proc.c */

sys_func [SYS_EXIT] = sys_exit; /* proc.c */

sys_func [SYS_WAITPID] = sys_waitpid; /* proc.c */

sys_func [SYS_GETPID] = sys_getpid; /* proc.c */

sys_func [SYS_GETPPID] = sys_getppid; /* proc.c */



Scheduler

ZuvapTnon schedule:
o AloAéyel TGVTA TO TPWTO process aTmo TNy AloTa.

o Av efavTAfioel To timeslice Tou, agaipeiton ato umpooT& Ka
utradvel Tiow.

o KoAei v context_switch.

o Av To runqueue elvar &8elo kadei Ty idle_proc Tou kd&vel
halt Tnv CPU.



Context Switching

Ta context switches exivdv pe kAfjon oTtnv context_switch, n
oTroia:

o AMNA&(el page tables (cr3).
o O¢fter To kernel stack Tou kavouplou user process oTo TSS.
o Kavel push To state Tou current process oTo stack Tou.

o KoAel Ty switch_stack n omoia emoTpéper oTO Kouvoupio
context!

Emravogépel To state atro To kavouplo stack.



Context Switching

Ta context switches exivdv pe kAfjon oTtnv context_switch, n
oTroia:

o AMNA&(el page tables (cr3).
o O¢fter To kernel stack Tou kavouplou user process oTo TSS.
o Kavel push To state Tou current process oTo stack Tou.

o KoAel Ty switch_stack n omoia emoTpéper oTO Kouvoupio
context!

Emravogépel To state atro To kavouplo stack.

Met& amo fork n swich_stack AEN emioTpéper oTo 1810 onueio kot
d¢v ekTeAeiTal To umdAolTTo Tns context_switch.




Process creation - fork

Processes dnuioupyouvton pe To system call fork.
o Allocate entry oTo process table.
o Allocate kernel stack yix To process.

o AvTiypdgel To current interrupt frame oTo kouvoupio stack, woTe
EMOTPEPWVTAS OF USer space VA CUVEXIOTEL 1) EKTEAEOT) XTTO TO
id10 onpeio.

o AMN&(er Tnv T Tou eax oTo interrupt frame oe O.

o TomobBetel Tnv dievBuvon Tns just_forked oTo xouvoupio stack
yia va emioTpéyel ekel n switch_stacks.

o KoAei Ty clone_vm yiax va T&peEL TO KAlvouplo process,
avTlypago Tns pvfiuns Tou current process.

o TlpooféTtel To KavoUplo process GTO runqueue.



Process creation - clone_vm

Kdabe process €xel eva vmmap Trou TepleExel eva vi_page sturcture yio
k&be mapped virtual page oTo memory space Tou.

To vmmap eivar éva balanced binary search tree, yia yptyopn
avalfiTnon pe P&on To page number.

H clone_vm:
e Avtiyp&esl T page tables (yia To user memory space) Tou

current process agou kaBaproel Ta write bits.

o AvTiypdgel To kernel kopu&Tl Tou page directory woTe va
xpnoipotoinfouy Ta 181 page tables yia Ty pvfiun Tou TuUpTva
oe OAa Ta processes.

o Anuioupyei kovoUpio vmmap pe pointers oTa idia vm_page
apoU auffjoel To reference count Tous (nref).



Copy on Write

Eyypagn ot k&molo amo Ta kowvd pages onkovel pagefault. O page
fault handler xdver Ta €€1s:

o Avalnt& To Vm_page TouU QVTIOTOIXEl OTO CUYKEKPIUEVO page.

o Av To vm_page éivon writable &AM\ onkofnke write fault
mpokerTan yia CoW fault.

o XTnv omoia TepimTwon Kavel allocate kavoupio physical page

KOl To KA&VeEL map.

o AvTiypdoel Ta Treplexopeva Tou page tou faultape oTo
Kalvouplo.

o Anuoupyei kaivoupio vm_page (pe nref=0) ka1 To avTiKaBnoT&
To oA OTO vmmap pe TO KXLVOUPIO.

o uelovel To reference count Tou original vm_page.



Copy on Write - diagra

Merté to fork 6o T pages eivan kowvd... AvTiypo@n povo e atdmELpaL EYYPOPNG.
vm_page vm_page
proc 1 proc 1
vm_page
proc 2 proc 2
virtual pages physical pages virtual pages physical pages



To TpwTo process To kaTookeud(el n start_first_proc
o [p&oeel To process image oTn PVNUN.
o Kaver allocate user stack ko kernel stack.
o Tomofetel To kernel stack oto TSS.
@ Tou Bdivel To uTapywy page table.
o Anueloupyél vmmap pe P&on To uTdpxwv page table.
@ To kd&vel current kal To TpooBéTel 0TO runqueue.
o KaTaokeualel WéuTiko interrupt frame.

o KoAel TNV intr_ret yia va kavel fake emioTpogn oo interrupt
OTO KAWOUPLO process, woTe va yivel 1 TpwTn ocAAaymn priviledge
level 0 — 3.



Blocking

@ Ta processes block&pouv oe kernel space koAwvTas wait pe Tnv
BievBuvon autou Trou Tepipévouv (wait channel).

o H wakeup fumvdel dAa Ta processes TTOU TTEPIYEVOUV OF €V
ouykekpiuévo wait channel.

e Hash table yia avTioToixia wait channel — process.



THE END

EpwTnosis;

e https://nuclear.mutantstargoat.com/hg/kern

e http://nuclear.sdf-eu.org/articles/kerneldev
e http://codelab.wordpress.com

e http://www.linuxinside.gr
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